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GROUP ORDER 3302.1

From: Commanding Officer
To:: Distribution List

Subj: I MARINE EXPEDITIONARY FORCE HEADQUARTERS GROUP (I MHG) ANTI-TERRORISM
FORCE PROTECTION (ATFP) PROGRAM

Ref: (a) DoD instruction 2000.16

(b) DoD Directive 2000.12

(c) SECNAVINST 3300.3A Combating Terrorism Program

(d) MARADMIN 021/98 AT/FP Pre-Deployment training

(e) NAVMC DIR 3500.86 Antiterrorism/Critical Infrastructure
Protection Training and Readiness Manual

(£) MCO 3302.1E Marine Corps AT/FP Program

(g) MCO 5500.6G Arming of Security and Law Enforcement Personnel and
Use of Force

(h) I MEFO 3302.1 I MEF ATFP Program

(i) MCB CPEN All Hazards Protection Plan-11

(j) Area® 3302.1 20/21 Area AT/FP All Hazards Plan

. Encl: (1) MHG Security Zone Designation
(2) 21 Area Barrier Plan

1. Purpose. To publish instructions for the I Marine Expeditionary Force
Headquarters Group (I MHG) Anti-Terrorism Force Protection (ATFP) Program in

accordance with the references (a) through (3j).

2. Cancellation. None.

3. Situation. The threat of terrorism within the United States has grown
exponentially over the last decade. I MHG will utilize all assets available
to detect, deter, and defeat all threats to its personnel and assets. In
accordance with the references, this order establishes policy,
responsibilities, and procedures for I MHG as the Force Protection Conditions
escalate. This is an I MHG order that has been coordinated with 21 Area
Guard. The purpose of this order is to establish and promulgate policy,
procedures, and requirements for implementing the I MHG ATFP Program. I MHG

| and 21 Area Guard have developed an ATFP program directing threat awareness

‘ education, access control initiative, and unit force protection posture. The
goal of the I MHG and 21 Area Guard ATFP coordinated effort is to protect
service members, DOD civilians, family members, contractors, facilities and
equipment in all locations and situations that fall under the cognizance of
the I MHG and 21 Area Guard Commanding Officers. This program is designed to
increase ATFP awareness within the I MHG community and address a variety of
threats that can impact readiness, morale, health, and welfare.

. a. Enemy. The threat of enemy forces is assessed on an annual basis
through the Installation Threat Assessment. The threat assessment is
conducted by NCIS of all functional areas, interior and exterior.

b. Friendly
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(1) Higher. I Marine Expeditionary Force (I MEF).
(2) Subordinates.
(a) 1st Intelligence Battalion
(b) 1st Radio Battalion
(c) 9th Communication Battalion
(d) 1lst ANGLICO Company
(e) Military Police Support Company
c. Attachments/detachments. N/A.
4. Mission. In the event of an incident, I MHG will conduct emergency

operations, in coordination with 21 Area Guard; and local, county, state and
federal agencies to minimize the loss of life, the disruption of Base
operations, and to reconstitute Base capabilities as soon as possible.

5. Execution

a. Commander’s Intent. The primary intent is the protection of

personnel first then the protection of assets. We must ensure that during
periods of elevated threat we do not impair our ability to function. The
plan must be executable by using our resources for the initial response. We

must also recognize that a major disaster, CRBNE or WMD event, will impact
the entire region, not only Camp Pendleton. Therefore, our response must be
tied to an executable and integrated regional response along with
coordination of plans with existing MOU/MOAs executed with area units. The
desired end state is a comprehensive Anti-Terrorism (AT) program that
effectively: (1) saves lives and prevents human injury; (2) minimizes mission
degradation by protecting unit assets.

b. Concept of Operation. The I MHG ATFP Program can only be successful
if the Marines and Sailors are alert, well trained and prepared for all
contingencies. It is the responsibility of all leaders to ensure that their
Marines, Sailors, civilians and family members have planned, trained and
prepared to survive threats as they arise for the best possible protection.

c. Tasks. I MHG personnel and assets will provide support (personnel
and vehicles) in accordance with MOU/MOA to the 21 Area Anti-Terrorism
Officer (ATO). Units will be tasked to support based on their operational

capability and battle space function.

(1) I MEG. Appoint, in writing, a trained ATO who will manage the I
MHG ATFP Program.

(2) I MHG ATO

(a) Develop and manage the I MHG ATFP Program.

(b) Attend the 21 Area AT Working Group (ATWG). The ATWG will
meet at least once a quarter. The purpose of the group is to identify
shortfalls, training needs and examine current technologies.
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matters.

(c) Act as the I MHG Commander’s principal advisor on all ATFP
(d) Ensure the timely and pertinent dissemination of AT threat
information and intelligence, and implement effective AT risk management
processes. |
(e) Ensure that the Local Area Threat brief is updated quarterly
and disseminated to the I MHG MSCs.

(f) In accordance with the I MHG Mexico Travel Policy and the
Combatant Commander’s (COCOM) foreign travel policies, ensure personnel
conducting foreign travel receive a country brief from G-2, a threat brief
from the ATO, and have built and submitted an individual force protection
plan (IFPP).

(3) I MHG MSC Commanders

(a) Per the references, each Battalion will appoint an ATO. This
ATO will be a level II trained Marine or Sailor. A commander may appoint a
non-level II trained Marine or Sailor, however, every effort will be made to
ensure he is level II trained at the earliest convenience.

(b) Ensure the timely and pertinent dissemination of ATFP threat
information and intelligence, and implement effective ATFP risk management
processes.

(c) Ensure that the Local Area Threat is briefed to all personnel
quarterly, or as required.

(d) In accordance with the I MHG Mexico Travel Policy and the
COCOM’'s foreign travel policies, ensure personnel conducting foreign travel
receive the G-2/S5-2 country brief and the ATFP threat brief for that country.

(4) Unit ATO. Ensure every Marine or Sailor receives AT Level I
training on an annual basis. ISOPREP registration must also be completed.
Level I training will be conducted by a Level II trained instructor or
individuals can complete the level I training online at http://www.at-
awareness.org.

6. Administration and Logistics. The I MHG ATFP Program is managed by the I
MHG ATO in accordance with the references. Guidance for ATFP support
planning and operations is available in applicable orders and directives.
Unforeseen issues involving the implementation of AT measures will be clearly
documented and forwarded through command channels for resolution.

7. Command and Signal

a. Command

(1) Applicability. This order is applicable to all I MHG Subordinate
commands and personnel.

(2) Existing peacetime and contingency command and control structures
apply during AT planning, coordination, and operations.

3
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. b. Signal. Updates on the threat condition for the I MHG AOR will come
from the Marine Corps Base Camp Pendleton Commander. Threat updates can be

located on the I MEF SIPR website or NCIS SIPR website.

8. This order will remain in effect until canceled or amended.

L

E. C. GREELEY
Acting
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From: Commanding Officer
To: Commander, MCB Camp Pendleton
Via: Commanding Officer, 21 Area, MCB Camp Pendleton

Subj: DESIGNATION OF I MEF RESTRICTED AREAS AND MISSION ESSENTIAL VULNERABLE
AREAS, MARINE CORPS BASE CAMP PENDLETON

Ref: (a) MCO P5530.14A Physical Security Manual
(b) MCO 5500.6G Arming of Law Enforcement and Security Personnel
(c) MCO 5530.15 Interior Guard Manual
(d) MCO 3302.1 Anti-Terrorism Force Protection Program
(e) GruO 3302.1 Anti-Terrorism Force Protection Program

1. Per the references, the following areas and property are vital to
national security and are designated restricted areas as indicated:

a. Level III Restricted Area. Contains assets considered vital to
national security, which if lost, stolen, compromised or sabotaged would
cause grave damage to the command’s mission or national security:

(1) I MEF COC SCIF Bldg# 210723.

(2) 1lst RAD BN SCIF Bldg# 11040.

b. Level II Restricted Area. Contains assets considered to be of
substantial importance to national security, which if lost, stolen,
compromised, or sabotaged would cause serious damage to the command’s mission
or national security:

(1) I MEF Armory Bldg# 21674.

(2) I MEF Military Working Dog facility Bldg# 17015.

c. Level I Restricted Area. Contains a security interest that if lost,
stolen, compromised, or sabotaged would cause damage to the command mission
and national security:

(1) I MEF Motor Pool Bldg# 214026.

d. Mission Essential Vulnerable Areas (MEVA). Areas designated by the
Commander that are vital to unit safety and readiness.

(1) Barracks Bldg# 210705.

(2) Chow Hall Bldg# 210802.

(3) Supply Bldg# 214021.

(4) I MEF Medical/Dental Bldg# 210735.

2. The point of contact is Captain Michael McTeague (760)763-7878

LA G2

E. C. GREELEY

Ac.:ting ENCLOSURE( / )
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ANNEX C, APPENDIX 8 - BARRIER PLAN

1z Situation

. a. General. The 20/21 Area barrier system is designed to serve in a
supporting role to the Base’s perimeter barrier system. It focuses on
blocking off areas or structures that the Command designates as high-risk
areas prone to an attack. The Area barrier plan will incoorporate the use of

water filled barriers and cement barriers. Vechicle support will be provided
to fill the water filled barriers; a forklift to move cement
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barriers and provide additional vechicle support as barriers to restricted
areas in the 20/21 Area. |

b. Graphic Overlays. Graphic depictions and photos of the Area’s
Barrier plan during the varying FPCON Levels axe attached at the end of this

Appendix.

2. Concept of Operations

a. Baseline Posture. BAll barriers are stored next to Bldg. 210725 for
deployment. When FPCON condition changes to Bravo the barriers will be
prepositioned into the following locations as the Area’s baseline posture.
When ordered or FPCON changes the barriers will be emplaced in the following
prioritized oxder:

{1) Barrier System #1. This system of barriers is comprised of 9
nlastic water-filled barriers placed on “A" Street to create a serpantine for
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outbound and inbound traffic.

(a) Location. The barriers will be placed in the area of the
. Amtrack on A Street.

{b) Mission. The mission of Barrier System #1 in conjunction
with Marines described in Post 8, is to check all vehicular traific from
being able tec drive in or out of the 21 area depending on the situation.

(¢c) Execution. Barriers will be in place as VCP 1 (Post 8).

(2) Barrier System #2. This system of barriers is comprised of six
plastic water-filled barriers placed at two iocations around the MEF/MOC
bldg. 210723, parking lot area and is used in conjunction with the Marines

described in Post 9.

(a) Location. System two is set up with two barriers at the
south entrace and four at the northern entrance to the MEF/ MOC parking area.

1. Two on Parking entrance on the South entrace to the MEF/

2. Four on parking entrance on North entrance of MEF/ MOC
parking area:

(b) Mission. The mission of Barrier System #2 is to block all
vehicular traffic from being able to have direct access into the MEF/ MOC
area parking. The barriers in the southern entrance are used to either slow
vehicles down for ID check or to completely shut off the area. This will be

the only entrance to the MEF/MOC parking area. The northexn entrance barrier
. gvstems will block all vehicular traffic from entering the parking area.

.
N8 wWledi DLOC venicular
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from the west side of Barracks

210725 to location.

_ (3) Barrier System #3. This system of barriers is comprised of four
. sets of three plastic water-filled barriers placed side by side lengthwise.
This is used in conjunction with the Marines described in Post 2.

(a) Location. System Three is located in front and the sides of

building 210701, MEF CG Building parking lot.
{b) Mission. mis
7

access to the front of bldg. 210

The gion of Barr
01.

{c) Bxecution. Emplace three barriers at each of the entrances |
and exits to the parking area. Emplace guard personnel at the western
entrances and allow traffic to enter only through one entrance.

(4) Barrier System #4. This system of barriers is comprised of six
plastic water-filled barriers. Two barriers at each entrance of North and
South parking lot of the 21 Area Mess Hall. This is used in conjunction with

the Marinseg described in Post 6.

(a) Location. System four is located at the Chow Hall on the
North and South entrances to the parking lot.

(b) Mission. Barrier system #4 is to block all vehicles from the
exposed sides of the Chow Hall.

{c) Execution. Move the six barriers to locations described.

(5) Barrier System #5. This system has seven barriers. This is used
. in conjunction with Post 3.

(a) Location. System Five is located at the 21 Area Armory
parking lot.

(b) Mission. This system is to block unauthorized vehicles from
the vicinity of the 21 Area Armory.

(¢) Execution. The barriers will already be prepositioned in
FPCON Bravo. The Barriers will be emplaced to prevent vehicles from entering
thru the eastern entrance and to prevent direct access by vehicle through the

Armory’s gates.

(6) Barrier System #6. This system of barriers consists two sets of
four barriers and will be used in copjunction with Marines described in Post

D1 and D2.

(a) Location. One set will be emplaced along Ash Road and one on
Wire Mountain Road.

{b) Mission: This system is to restrict and monitor access into
the 20 Area Wire Mountain and housing areas.

(¢} Bxecution. Emplace barriers on roads in a serpantine fashion
to slow traffic and provide protection for guard forces. Thege -areas can be
improved over time as the situation develops. This is in conjunction with

. Post D-1 and D-2 instructions.

ENCLOSURE ( 2)
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CAMP BARRIER PLAN
Force Protection Condition: DELTAI

OSURE (2 )
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