UNITED STATES MARINE CORPS
I MARINE EXPEDITIONARY FORCE
U. 8. MARINE CORPS FORCES, PACIFIC
BOX 555300
CAMP PENDLETON, CA 92055-5300

I MEFO 3302.1
G-3/ATFP

JUN 2.3 2010

I MARINE EXPEDITIONARY ORDER 3302.1

From: Commanding General
To: Distribution List

Subj: I MARINE EXPEDITIONARY FORCE (I MEF) ANTITERRORISM FORCE
PROTECTION (ATFP) PROGRAM

Ref: (a) DODD 2000.12, DOD Antiterrorism Program of 18 Aug 03
b) DODD 5200.08-R, Physical Security Program of 9 Apr 07
(c) DOD ©-2000.12-H, DOD Antiterrorism Handbook of
9 Feb 04
(d) DOD ©-2000.12-P, DOD Antiterrorism Strategic Plan of
15 Jun 04 '
(e) DOD 2000.16, DOD Antiterrorism Standards of 8 Dec 06
(f) DOD Guide 4500.45-G, Foreign Clearance Guide
(g) CJCS Guide 5260, Antiterrorism Personal Protection
Guide: Self-Help Guide to Antiterrorism of 1 Oct 02
(h) Joint Pub 3-07.2, Antiterrorism of 14 Apr 06
(1) Department of Homeland Security (DHS) National
Response Plan (NRP} of 25 May 06
() MCO 3501.36A, Marine Corps Critical Infrastructure
Protection (MCCIP) Program of 25 Jan 08
(k} MCO 2302.1E, Marine Corps Antiterrorism Program of
8 Mar 09 _
(1) MCO 5530.14A, Marine Corps Physical Security Program
~ Manual of 9 Jun 09
(m) XORD for Standup of U.S. NORTHCOM CONUS ATFP
Regponsibility, DTG 071901z May 04
USNORTHCOM AT OPORD 05-01 of 15 Jun 06
USNORTHCOM AT Strategic Plan of 28 Jun 05
NAVMC 3500.63, AT/CIP T&R Manual of 10 Dec 08
MARFORPACO 2020.1, MARFORPAC Critical Infrastructure
Program Order of 1 Sep 09
MARFORPAC AT Strategic Plan of 9 Mar 09
MARFORPAC OPORD 06-01 of 16 Nov 09
I MEF ATFP Program, I MEFO 3302.1
I MEF Localized Threat Brief MSG, DTG 122330z Nov 09
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(v} I MEF/MCIWEST Eagle Eyes MSG, DTG 211932z Dec 09
(w} Arming of I MEF Area Guards and Duties MSG, DTG
230004z Dec 095
(x) DOD Regulation 5240.1-R, Activities of DOD
Intelligence Components that affect United States

persons
(y) Policy Letter 04-06, I MEF Rules for Force Protection

1. Situation
a. General

(1) This is a I MEF order that has been coordinated with
Marine Corps Installations West (MCIWEST). The purpose of this
order is to establish and promulgate policy, procedures, and
requirements for implementing the I MEF ATFP Program. I MEF and
MCIWEST have developed an ATFP program directing threat
awareness education, access control initiatives, and
installation force protection posture. The goal of the I MEF
and MCIWEST ATFP coordinated effort is to protect service
members, DOD civilians, family members, contractors, facilities,
and equipment in all locations and situations that fall under
the congnizance of the I MEF and MCIWEST Commanding Generals.
This program is designed to increase ATFP awareness within the I
MEF community and address a variety of threats that can impact
readiness, morale, health, and welfare.

(2) This order is applicable to all I MEF military
personnel, DOD civiliang, and contractors assigned, attached, in
transit, or otherwise physically located on
facilities/installations- falling under the cognizance of the I
MEF Commanding General.

b. Enemy

(1) Terrorist groups continue to pursue their
traditional goals of generating publicity and instilling panic
while developing new methods and capabilities of attack intended
to achieve the greatest possible harm to people, infrastructure,
key assets, and our way of life.

(2) Potential threats include terrorism, criminal acts,
foreign intelligence, paramilitary forces, saboteurs, protest
groups, and disaffected persons.
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(1) Higher. Marine Corps Forces Pacific (MARFORPAC)

{2) Subordinates

(a) 1st Marine Division

(b) 1st Marine Logistics Group

{¢) I Marine Headquarters Group

{(d) 3rd Marine Aircraft Wing

{e} 11th Marine Expeditionary Unit

(f) 13th Marine Expeditionary Unit

(g) 15th Marine Expeditionary Unit

(3) Adjacent
(a) Marine
(b} Marine
{c} Marine
(d) Marine
(e) Marine

(f) Marine
29 Palms, CA

(g} Marine
Bridgeport, CA

{h) Marine

(4) Supporting

Corps

Corps

Corps

Corps
Corps

Corps

Corps

Corps

Bage Camp Pendleton, CA

Air Station Camp Pendleton, CA
Installations West

Air Station Yuma, AZ

Air Station Miramar, CA

Alr Ground Combat Center

Mountain Warfare Training Center

Logisticg Base Barstow, CA

Commands and Agencies

(a) Naval Criminal Investigative Service (NCIS)
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{b) Local and State Emergency Management/Law
Enforcement Agencies

(c) Department of Homeland Security (DHS)
(d} Federal Bureau of Investigation {(FBI)

d. Assumptions

(1) Credible threats to the I MEF personnel,
installations, equipment, and other assets are present for the
foreseeable future.

(2) Collaboraticon with host installaticns, local, state,
and federal agencies is required to address jurisdictional gaps
for ATFP Program effectiveness.

(3} Implementation of ATFP mitigation efforts, such as
Random Antiterrorism Measures, FPCON measures, and Guardian
Angels will have to be balanced with resource constraints (both
figcal and personnel}.

(4) The unpredictability and increasing sophistication
of terrorist methods of attack may result in incidents occurring
with little to no warning.

(5) Installation Military Police, both military and
civilian, will be insufficient to provide total protection of
‘all I MEF resources.

2. Mission. I MEF conducts ATFP operations to protect service
members, DOD civiliang, family members, contractors, facilities,
and equipment in order to preserve and protect war fighting
capacity and resources.

3. Execution

a. Commander'’s Intent. Commanders at every level must
direct and promote Antiterrorism and Force Protection. All
units will have a functional plan validated through exercise in
order to maximize security and ensure appropriate measures are
implemented to protect the force. The end-state of this program
ig the protection of I MEF personnel (military, civilians, and
contractorg), their families, and mission critical assets
against all threats while maintaining continuity of operations.
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In meeting this goal, I MEF must observe the following
objectives:

(1) Commanders will dissuade terrvorists from planning
against, targeting or attacking I MEF assets by vigilance and
the use of tactical security at the individual and unit levels.

(2) Commanders will employ the appropriate mix of
countermeasures, both active and passive, to prevent terrorists
from attacking I MEF assets. The Guardian Angel concept will be
the foundation of all I MEF actions.

b. Concept of Operations

(1) The cornerstone of the I MEF ATFP program ig the
alert, well trained, combat-ready Marine. The functional plans
and measures that I MEF subordinate commands institute should be
focused on building awareness and vigilance across the force.

(2) Synchronization of this multi-faceted program is
primarily achieved through the ccordination of the I MEF AT
Cfficer (ATO) and the MCIWEST Mission Assurance (MA) Team.
Efforts such as Eagle Eyes, Guardian Angels, and coordination
with Naval Criminal Investigative Service (NCIS) Agents will be
managed through a monthly Threat Working Group (TWG) and a I MEF
AT Working Group (ATWG)} that meets quarterly. The TWG is
comprised of I MEF, MCIWEST and NCIS representatives, while the
ATWG includes the TWG members as well as representatives from
all I MEF Major Subordinate Commands (MSCs). The output of
these working groups will assist in sharing awareness acrossg I
MEF and MCIWEST and synchronize analysis and prevention efforts.

{3) The I MEF ATO and the MCIWEST MA Team shall be the
points of coordination for all matters concerning ATFP issues.

c. Tasks

(1} I MEF AC/S G-2

(a) Participate in the I MEF/MCIWEST semi-monthly
TWG and the quarterly ATWG.

(b) Augment NCIS with analytical capabilities.
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(c) Coordinate with the I MEF ATFP Officer on
content of the weekly Ops/Intel brief.

(d} Coordinate with NCIS on Initial Intelligence
Reporting (IIR) to the command.

{e) Be prepared to support I MEF troop movements,
when resources are available, through the use of Counter
Intelligence (CI). CI will conduct pre-movement route
reconnaissance, local agency coordination, threat analysis; and
route surveillance during movement in order to mitigate
vulnerabilities and potential threats.

(2) I MEF AC/S G-3. Appoint in writing an ATO Level IT
trained ATO who will manage the I MEF ATFP program NLT 30 days
after assignment.

{3) I MEF ATO
{(a) Develop and manage the I MEF ATFP program.

(b) Lead the I MEF ATWG which meets at least once
every quarter. The purpose of which will be to identify program
shortfalls, identify training needs, and examine current FP
technologies.

(c) Act as the Commanding General’'s principal
advisor on all ATFP matters.

(d) Lead the I MEF/MCIWEST TWG which meets twice per
month. The purpose of this group will be to track current
threats, identify emergent threats, discuss mitigation factors,
and track progress of ATFP initiatives.

(e} BEnsure the timely and pertinent dissemination of
AT threat information and intelligence, and implement effective
AT risk management processes.

(f) Ensure that the Local Area Threat brief is
updated quarterly and disseminated to the I MEF MSCs. This
brief is given by the I MEF ATO during the quarterly ATHWG.

(g} In accordance with the I MEF Mexico Travel
Policy and the Combatant Commander’s (COCOM) foreign travel
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policies, ensure personnel conducting foreign travel receive a
country brief from G-2, a threat brief from the ATO, and have
built and submitted an individual force protection plan (IFPP}.

(h) Provide guidance concerning the arming of I MEF
Area Guards and Duties in accordance with reference (w).

: (i) Provide I MEF SWO with updated ATFP information
daily for the read board.

(j) Coordinate with G-2 concerning counter
intelligence (CI) vulnerability assessments and NCIS
augmentation.

(k) Ensure continucus promotion of the “Eagle Eyes”
suspicious activity reporting program.

(1) Review and update the I MEF ATFP TAC SOP, ATFP
Order, and MOC Security SOP annually.

{m) In accordance with reference (x) disseminate and
ensure MSCs are utilizing the I MEF Guardian Angel policy.

(n) Coordination with PPC Security Division (PS) and
host the CRA sponsored ATO Level II Mobile Training Team
courses.

(o) Coordinate with NCIS_and MSCs to reguest Force
Protection Response Group (PFRG) support for deployment of I MEF
forces from CONUS.

{(p) I MEF ATFP Officer will have daily interaction
and ccordination with MCIWEST, NCIS, and local law enforcement.

(q) I MEF ATFP Cfficer will review daily open source
and other intelligence and threat reports.

(r) I MEF ATFP Officer shall develop local threat
statements, criticality and vulnerability assessments, and
physical security plans based on these assessments, per
reference (1).

(4) I MEF MSC Commanders
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(a) Ensure the timely and pertinent dissemination of
ATFP threat information and intelligence, and implement
effective ATFP risk management processes.

{b) Ensure that the Local Area Threat is briefed to
all personnel guarterly, or as required.

{c) In accordance with the I MEF Mexico Travel
Policy and the COCOM’'s foreign travel policies ensure personnel
conducting foreign travel receive the G-2/S-2 country brief and
the ATFP threat brief for that country.

(d) Ensure continuous promotion of the “Eagle Eyes”
suspicious activity reporting program.

(e} In accordance with reference (1}, Marine Corps
Physical Security Program Manual, ensure the subordinate
Command’s Physical Security Plans are appropriate for local
Force Protection concerns.

(f} In accordance with reference (k), review and
update their ATFP TAC SOPs, ATFP Orders, and Physical Security
Plans annually.

(g) In accordance with reference (w), ensure dutieg
at battalion/squadron level or higher are properly trained and
armed.

(h) In accordance with reference {(x), disseminate
and ensure gubordinate commands are implementing the I MEF
Guardian Angel policy.

(i) Coordinate with Area Commanders and implement
and manage the unit’s RAM program in order to deter, detect, and
defeat individuals or groups who pose a threat to I MEF and
MCIWEST personnel, facilities and eguipment.

(5) Security Augmentation Force

(a) Publish a Memorandum of Understanding (MOU) or
Memorandum of Agreement (MOA) that provides information for I
MEF unit augments in support of MCB Camp Pendleton SAF during
heightened FPCON. I MEF units that reside aboard other
installations will comply with their current MOUs or MOAs with
their host installations.
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(b) Coordinate with MCB Camp Pendleton in order to

provide augmentation to the SAF for employment by MCB Camp
Pendleton PMO in response to elevated FPCON. Identify the
number of Marineg needed per FPCON level, the training
requirements for the augmentees, the eguipment and weapons-
needed, who maintains availability roster, and point of contact
for mustering times and locations.

{(c) In accordance with reference (k), establish an
Antiterrorism Information and Awareness Program to ensure all
assigned personnel (military, civilian, and contractors) are
aware of the general terrorist threat, the protection measures
that could mitigate that threat, and make the CJCS 5260 and
other handouts available.

{d) In accordance with reference (d), ensure that
every Marine assigned to I MEF attends Antiterrorism Level I
training. This training will be either given by the command’s
ATO, who is ATO Level II trained, or conducted conline at '
http://www.at-awareness.org. This training is an annual
requirement for all I MEF Marines.

d. Coordinating Instructions

(1) MCIWEST’s Installation Commanders retain authority
to change FPCONs without prior notification to MCIWEST or I MEF
in extreme situations. MCIWEST will notify I MEF -upcn any
installation FPCON change and coordinate with I MEF in order to
execute ATFP operations in support of any FPCON change. MCIWEST
will make every effort to coordinate region-wide FPCON changes
with I MEF prior to implementation.

{2) An MOU or MOA between I MEF commanders and their
host installation commanders will be published to facilitate

execution of the I MEF ATFP Program.

(3} Request NCIS

(a) Provide intelligence and link analysis of threat
trends within the I MEF and MCIWEST areas of regponsibility.

(b} Provide local and national threat updates to I
MEF and MCIWEST CGs and ATFP/MA teams.

4. Administration and Logistics. The I MEF and MCIWEST ATFP
programs are managed by the I MEF ATC and MCIWEST MA Team
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respectively. Guidance for ATFP support planning and operations
is available in applicable orders and directives. Unforeseen
igsues involving the implementation of AT measures will be
clearly documented and forwarded through command channels for
resolution.

5. Command- and Signal

a. Command

, (1) Command Relationships. MCIWEST is the supported
command and I MEF is the supporting command.

(2) Existing peacetime and contingency command and
control structures apply during AT planning, coordination, and
operations.

(3} Command Operations. The points of contact are the I
MEF ATQ at commercial 760-763-6596, DSN 361-6596 and the MCIWEST
MA ATO at commercial 760-763-7533, DSN 361-7533.

(4) This order islapplicablé to all I MEF Marines,
Sailors, DOD civilians, family members, and contract personnel.

b. Signal. This order is effective the date signed.

S K

“G. M. RY
Chief of aft

DISTRIBUTICON: I, II

Copy to: CG, MCTWEST
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