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Encl: (1) List of Acronyns

1. Situation. The United States Marine Corps will continue
devel oping information technology (I T) to support war fighting.
Users of these technol ogies are increasingly dependent on IT
systens to process and transfer daily adm nistrative and
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operational information. Consequently, external or internal
threats to these systens increase the |likelihood that a
successful attack may severely degrade or wholly disrupt the
performance of daily adm nistrative and operational tasks.
Therefore, it is incunbent upon every Marine to be an active
menber of the | Marine Expeditionary Force (I MEF) Information
Assurance (1A) Program (MEFIAP). This MEF Order will outline
the MEFI AP and the responsibilities of those agencies tasked
with protecting our critical processes that depend on
information technologies. This Oder inplenents Departnent of
Def ense (DoD) directives, instructions, and gui dance governi ng
| A and delineates the responsibilities for I MeEF Commands and
conponents. | MEF directives addressing detailed I A actions
wi |l be published separately.

2. Cancell ation. | MEFO 5239.1

3. Mssion. Establish responsibilities, policies and procedures
for the I MEF Information Assurance Programi npl enenting the
provi sions of reference (a).

4. Execution. Per references (a) through (m, the I MeF wll
adopt a “life cycle managenent” approach in applying uniform
standards for the protection of I MEF information technol ogy
resources that produce, process, store, and/or transm:t
information. The I MEF will also assess threats,

vul nerabilities, and risks to identify appropriate |evels of
certification and accreditation (C&A\) for each information
system devel oped by a program office and/ or operated at a | ocal
site.

a. Commander’s Intent and Concept of Operations

(1) Commander's Intent for the MEFIAP

(a) Develop an | A capability that supports a robust
infrastructure-w de defense in depth.

(b) Conduct periodic reviews and nmake qui ck, deci sive
changes to existing policies and procedures.

(c) Assim | ate new technol ogi es and i nformation
processi ng net hodol ogies in a flexible, proactive program

(d) Harness web technology to the greatest extent
possi ble in support of training and data gathering.
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(e) Protect information and resources to the degree
commensurate wth their respective val ues.

(f) Enploy efficient, cost-effective information-
based security features on all information technol ogy resources
procured, operated, maintained, or managed by | MEF
or gani zati onal conponents. An analysis of costs and benefits
shoul d be used to deternm ne which procedures and security
features are appropriate, including a realistic assessnent of
the remaining useful life of | egacy systens conpared with the
cost of adding new security safeguards.

(g) Conduct an assessnent of threats and identify the
appropriate conbi nati on of safeguards fromthe I A disciplines.

(h) Apply an appropriate |level of certification and
accreditation for each specific information system devel oped by
a programoffice and for each site enploying networks and
depl oyed i nformati on systens

(1) Deliver annual | A awareness training, which
covers individual responsibilities, policies, and procedures to
all users of the Marine Corps Enterprise Network (MCEN). In
addition, those personnel assigned specific | A duties
(Desi gnated Approving Authority (DAA), System Admi nistrators
(SA), Information Systens Security Managers (I SSM, and
I nformati on Systens Security Oficers (1SSO) will receive
detailed training relative to their duties.

(2) Concept of Operations

(a) IAis an elenment of Information Operations (10
that is enployed to defend information and information systens
by ensuring their availability, integrity, authentication,
confidentiality, and non-repudiation. This includes providing
for the restoration of information systens by incorporating
protection, detection, and reaction capabilities.

(b) The security challenges confronting I MeEF
information and i nformation systens are nmultiplying rapidly with
t he exponential growth of interconnected systens for producing
and exchanging data and information. As interconnectivity
i ncreases and the threats to information and i nformati on systens
become nore sophisticated and diverse, | MEF systens becone
i nherently nore vulnerable to surreptitious access and malici ous
att ack.
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(c) The fast-paced advances of technology drive | NMEF
reliance on commerci al technol ogi es and services; however, many
of these solutions may offer only mnimal defense against I A
threat activity and nust be augnented by I A disciplines and
f ocused managenent deci sions to ensure protection of | MEF
information and information systens.

(d) Informati on Assurance Properties and Services
must be properly nmanaged and protected as required by | aw,
regul ation or treaty. Facilitating the managenent and
protection of resources requires the appropriate inpl enentation
of security neasures providing the | A properties and services
of :

1. Confidentiality. Supports the protection of
both sensitive and classified informati on from unaut hori zed
di scl osure.

2. Integrity. Supports protection of
i nformation agai nst unaut hori zed nodi fication or destruction.

3. Availability. Supports tinely, reliable
access to data and information systens for authorized users, and
precludes denial of service (DoS) or access.

4. Authentication Supports verifying the
identity of an individual or entity and the authority to access
specific categories of information.

5. Non-repudiation. Provides assurance to the
sender of data with proof of delivery and to the recipient of
the sender's identity, so that neither can | ater deny having
processed the data.

(e) Mssion Criticality. Assessing the security
requi renents of any information systemfor the five I A
properties requires a determnation of the criticality of the
i nformati on systemto the organi zation’s mssion, particularly
the warfighter’s conbat m ssion. Five categories of criticality
are defined in reference (c), Admnistrative, M ssion Support,
and three categories classified as Mssion Critical. Sone
i nformati on systens may have conponents that fit in nore than
one category. Mssion criticality is one of the key
determ nants of information security requirenents, the |evel of
effort appropriate to the certification and accreditation of
systens, and the technol ogi es appropriate for inplenmenting the
requi red saf eguards.
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(f) Information Sensitivity. Information Assurance
requi renents al so depend on the need to control disclosure.
Di sclosure may be restricted either because of national security
classification levels (Confidential, Secret, and Top Secret),
Speci al Access (Single Integrated Operations Plan —SI OP or
Sensitive Conpartnented Information —SCl) requirenments, or for
ot her sensitivity. Sensitive information is any information not
specifically authorized as classified which the |oss, m suse,
unaut hori zed access to, or nodification of could adversely
affect the national interest or the conduct of federal prograns
or the privacy of Departnent of Defense personnel.

b. Tasks and Responsibilities

(1) Organi zati onal Responsibilities

(a) I MEF Conmmand El enent

1. Provide for the Designated Approving
Authority for accreditation of I MEF information systens and
net wor ks.

2. Ensure full inplenmentation and coordi nation
of the I MEF Information Assurance Program

3. Ensure the appointnent in witing of the
MEF | nformation Systens Security Manager. The | NMEF | SSM wi | |
serve as the senior I1SSMfor | MEF

4. Ensure the appointnment in witing of an
I nformation System Security O ficer, as appropriate, for each
informati on system and network in the organizati on.

5. Direct the | MEF ISSMto ensure execution of
responsibilities and duties outlined in reference (a).

6. Ensure the establishment of an | MEF | NFOSEC
Wb Site and | A Hel p Desk

7. Ensure the establishment of a Communications
| nformati on Systens and Networks (CI SN) Trai ni ng Wrking G oup
responsi bl e for devel opi ng and coordinating 1A training for al
| MEF personnel. CISN nenbers at a mininumw || include the
MEF | SSM and Maj or Subor di nat e Conmmand | SSMs.
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8. Ensure the establishnent of an | MEF
Comput er Energency Response Team (| MEFCERT) responsible for
mai ntai ning, restoring, and preventing | oss of service.

9. Ensure all personnel performng I A functions
receive initial basic and systemspecific training, required
certification, as well as annual recurring, refresher, or
foll owon trai ning

(b) Maj or Subordi nat e Conmands

1. Ensure full inplenentation and coordination
of the I MEF Information Assurance Program

2. Ensure the appointnment in witing of an
| nformati on Assurance Officer to oversee and provide | A gui dance
t o subordi nate organi zations.

3. Ensure the appointnment in witing of an
| nformati on Systens Security Manager to oversee and i npl enent
the A programw thin the conmand. This appointee may be, but
need not be the same individual assigned as Information
Assurance O ficer. Wiere managenent and adm nistrative functions
have been consolidated within the MSC command el enent, the
Commandi ng O ficer may designate a single SSMto nmanage | A for
the entire command, and subordi nate | SSMs need not be appoi nted.

4. Ensure the appointnment in witing of an
| SSO, as appropriate, for each informati on system and network in
the organization. The ISSO will be responsible for inplenenting
and maintaining the site's informati on system and network
security requirenents. For smaller commands, the sane
i ndi vidual may perform | SSM and | SSO duti es.

5. Provide oversight and nanagenent of the
activity A training programin accordance with all policies
stated and referred to by this Oder.

6. Ensure current standard operating procedures
inclusive of I A practices and procedures, are avail able and used
for all information technol ogy resources.

7. Ensure | A awareness indoctrination, and
annual | A refresher training is conducted down to the user
level, tailored to specific site requirenents.

(2) Individual Responsibilities
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(a) Commandi ng General (CG, | MEF. The CG will
serve as the Designated Approving Authority. The I MEF
Assi stant Chief-of-staff G 6 has been del egated the duties of
the I MEF DAA. Further del egation of DAA authority is limted
to officers of the grade of O 6 or above and civilians of grade
GS-15 or equival ent except by prior coordination and
aut hori zation fromCG | MEF.

(b) I MEF G6. The | MEF Assistant Chief of Staff
G 6 shall represent the CGI MEF as the DAA for all | MeF
i nformati on systens. Specific gui dance on DAA rol es and
responsibilities is available in reference (f). \Wether
fulfilling the duties as DAA for program or systens devel opnent
or as a site DAA, the DAA shall

1. Appoint, in witing, an | MEF Information
Systens Security Manager. This role can be del egated to
of ficers, governnent civilians of grade GS-12 or above, or
contractors if specifically delineated in the contract.

2. Appoint, in witing, an | MEF Information
Systens Security Oficer for each Information System The | SSO
wi Il be responsible for inplenenting and maintaining the site's
i nformation system and network security requirenents.

3. Ensure the respective DI TSCAP System
Security Authorization Agreenent (SSAA) delineates the
applicable 1A training requirenents for users, operators,
mai nt ai ners, adm ni strators, and nanagers in accordance wth
this Order and all specified references.

4. Ensure those training requirenments for
specific roles (e.g., DAA, ISSM and ISSO are net prior to
appoi nt ment .

5. Ensure the certification and accreditation,
where applicable, of all |I MeEF information technol ogy
resources.

6. Provide CG 1 MEF representation to the
Headquarters Marine Corps Information Assurance Program
Managenent O fice, subordinate working groups and ot her USMC-
| evel working groups and study groups relating to | A

7. Gant final approval to operate an
I nformati on System or network in a specified security node.
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8. Gant final approval to connect to | MEF
Regi onal conput er networKks.

9. Oversee the A Programfor I MEF. Provide
stream ined, sinplified and standardi zed security gui dance and

policy.

10. Approve the classification |evel required
for applications inplenented in a network environnent.

11. Ensure I NFOSEC responsibilities are
assigned to individuals reporting directly to the DAA

12. Review the |I MEF accreditation plan and
sign the accreditation statenent for the network and each
I nformati on System

13. Allocate resources to achi eve an
acceptabl e I evel of security and to renedy security
defi ci enci es.

14. Approve additional security services
necessary to interconnect to external systens (e.g., encryption
and non-repudi ati on).

15. Ensure sites and systens under the
cogni zance | MEF are accredited in accordance with the Defense
I nformati on Technol ogy Security Certification and Accreditation
Process (DI TSCAP), reference (e).

16. Respond to Informati on Assurance
requi rements submtted by MSC Conmanders.

17. Establish working groups, when necessary,
to resolve issues regarding those systens requiring nultiple or
joint accreditation. This may require a Menorandum of Agreenent
(MOA) .

18. Devel op and issue standards for critical
| A conponents under CG | MEF cogni zance. Exanples of critical
conmponents are firewalls, virtual private networks (VPNs), and
i ntrusion detection systens (IDSs)). Critical |A conponents
ensure interoperability with I MEF, USMC, or other DoD systens
and nust be standardi zed and nanaged at a service |evel.
St andards are docunented in the DoN Cl O I nformati on Technol ogy
St andar ds Cui dance, Chapter 3 reference (d).
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19. Ensure full coordination of the MEFI AP

execution with CG 1 MEeEF and Headquarters USMC

20. Draft and maintain the | MEF | A Master
Plan in coordination with reference (k). The I A Master Pl an
shall include identification and formal docunentation of |A
goal s and objectives for I MEF, a strategy for achieving those
goal s and objectives, a description of I A prograns, projects
and initiatives that will result in the capabilities needed,
and an | A risk managenent plan.

21. Advi se program managers and the DAA in
their responsibility to assign a capable Certification Agent
responsi bl e for conpleting the certification and accreditation
process in accordance with the DI TSCAP, reference (e).

22. Establish and maintain a naster file of |
MEF accredited systens. Ensure supporting certification and
accreditation instructions are anal yzed for | essons |earned,
I dentification of systemdeficiencies, and for incorporation in
process i nprovenents and the I MEF | A Master Pl an.

23. Centrally acquire I MeEF standard and
specified I A products. Provide |ife cycle managenent support
for centrally procured I A products and systens, to include
operati ons and mai ntenance fundi ng.

24. Establish and maintain an | MEF | NFOSEC
Wb Site in accordance with reference (m, and an | A Hel p Desk
as directed by CG | MEF.

a. | MEF | NFOSEC Website. The | MEF | NFOSEC
Wb Site shall provide access to | A Publications as well as
other A related references. It shall provide access to

advi sori es, announcenents, and a variety of resources on | A
i ssues across | MEF and the USMC. The | MEF N PRNET | NFOSEC Wb
Site URL is http://158.238.50.42/9g6/1A | A asp.

b. Information Assurance Help Desk. For
routi ne techni cal and engi neering assi stance, an | A Hel p Desk
will be established to support I MEF commands on | A matters and

provi des gui dance on specific questions for securing and
certifying systens.

25. Support the I MeEF Conputer Energency
Response Team by providing network anal ysis and nmanagenent
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tools to support the |I MEF Conput er Energency Response Team
m ssi on.

26. Coordinate Defense Information
Infrastructure (Dil1) connection approval with the Defense
I nformati on Systens Agency (DI SA) for | MEF information systens
and sites. Ensure sites with DIl connections neet DI SA
accredi tation requirenents.

27. As required, provide Internet web hosting
and dem litarized zone (DMZ) services for MSCs. A DWZ is a
dedi cat ed network segnent that is used to separate public
services frominternal services.

28. Provide network operations, including
noni toring and restoral functions.

29. Issue, publish and distribute gui dance
necessary to ensure National |evel (e.g., NSA) policies are
foll owed and enforced.

(c) I MEF Information System Security Manager. The
| SSM acts as the focal point and prinmary point of contact for
all security matters pertaining to the Information Systens under
the purview of the | MEF. The ISSMis responsible for ensuring
that | NFOSEC programrequirenments are net. The | SSM
acconplishes this by perform ng, directing, coordinating,
adm ni stering, and overseei ng various activities and personnel.
CGeneral guidance on ISSMroles and responsibilities is available
inreference (i). The ISSMwill be famliarized with reference
(j) and shall:

1. Execute |SSMresponsibilities outlined in
reference (i), and devel op the procedures and policies necessary
to i npl enent higher directives and regul ati ons.

2. Review the accreditation docunentation to
confirmthat any residual risk is within acceptable limts.

3. Review the accreditation docunentation to
ensure each Information System supports the security
requi rements as defined in the Informati on System and network
security program Verify that each Information System conplies
with the Informati on System security requirenents, as reported
by the Information Systenms Security O ficer.

10
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4. Ensure any conputer intrusion incident, or
suspicion of one, is reported to MARCERT at
https://ww. noc. usnt. m |/ Secur e/ MARCERT or DSN 278-5300.

5. Provide the | MEF DAA with nonthly,
gquarterly, and annual sunmaries of reported |I MEF conputer
i nci dent s.

6. Develop the procedures and policies
necessary to inplenent higher directives and regul ations.

7. Provide tinely advisories of newMy
identified vulnerabilities to subordi nate | SSMs.

8. Provide high-level oversight and
standardi zation for the systemcertification and accreditation
process in accordance with reference (e) for all prograns across
| MEF.

9. Provide intrusion detection nonitoring, on-
line surveys, and activity analysis and assessnent.

10. Ensure I A Vulnerability Assessnents are
conducted in support of the DI TSCAP process for devel opi ng
systens.

11. Ensure accredited sites and systens
mai ntai n the approved security posture throughout the life cycle
of the system

12. Develop and oversee | MEF | A training
requi renents and provide requirenents to the | MEF Training
Working Goup (see item3.B.(2)(c)6).

13. Ensure when classified or sensitive but
uncl assified information is exchanged between | ogically
connected conponents, the content of this comunication is
protected from unaut hori zed observation by acceptabl e neans,
such as cryptography, and Protected Distribution Systens (PDS)

14. Provide systens and security engi neering
and integration testing and support for | MEF information
systens and networks with I A requirenents. Provide input,
review, and recomrended updates to | A Publications. Establish
and execute capability to provide on-site assessnents to | MEF
MSCs, including vulnerability assessnents.

11
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15. Assist | MEF G-6 by gathering rel evant
threat information to assist in defining systemsecurity
requirenments.

16. Ensure infrastructure solutions incorporate
appropriate | A saf eguards.

17. Coordinate | MEF subm ssion of reports on
| A postures, to include training initiatives and overal
progress in neeting | A goals and objectives.

18. Act as the Hi gh Assurance (C ass 4) PK
coordinating authority for | MEF.

19. Provide initial basic and system specific
training, required certification, as well as annual recurring,
refresher, or follow-on training for all personnel performng IA
functions.

20. Maintain the | MeEF | A Publication Library

as directed.

(d) Maj or Subordi nate Conmand | SSMs. Gener al
gui dance on I1SSMroles and responsibilities is available in
reference (i). The ISSMwi |l be famliarized with reference (j)
and shal | :

1. Submt any I A Program Qbjective requirenents
tothe | MEF ISSMto support | A prograns as delineated in the |
MEF | A Master PIan.

2. Execute the ISSMresponsibilities outlined
inreference (i).

3. Execute | MEF I A prograns as defined in the
| MEF | A Master Pl an.

4. Conduct intrusion detection nonitoring, and
activity analysis and assessnent.

5. Ensure any conputer intrusion incident, or
suspicion of one, is reported to the I MeEF | SSM

6. Assist | MEF | SSM by gat hering rel evant
threat information to assist in defining systemsecurity
requirenents.

12
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7. Request vulnerability assessnment assistance
when needed to validate I A controls and practices.

8. Conduct | A awareness indoctrination and
annual | A refresher training down to the user level, tailored to
specific site requirenents.

9. Provide participation in | MEF
Comruni cations Information Systens and Networks (Cl SN) Training
Wor ki ng G oups.

10. Identify and establish conputer security
training requirenents for mlitary and governnent civilian
personnel in accordance with reference (I).

11. Ensure devel opnent of | MEF required
training plans for information systens.

(e) I MEF Information System Security Oficer. The
| SSO i s responsible for inplenenting and nai ntai ning security
for an information systemon behalf of the ISSM The | SSO
reports to the Command | SSM for | NFOSEC matters and inpl enents
the overall | NFOSEC program approved by the Designated Approving
Aut hority (DAA). General guidance on |ISSO rol es and
responsibilities is available in reference (j). The ISSO shall

1. Ensure that the Information Systemis
oper ated, used, nmintained, and di sposed of in accordance wth
Command security policies and practices.

2. Execute all 1SSO responsibilities outlined
inreference (j).

3. Enforce all security policies and safeguards
on all personnel having access to the Information System

4. Report the security status of the
| nfformati on Systemto the | SSM as required by the DAA

5. Mintain a System Security Plan (SSP) per

reference (e).

6. Ensure TEMPEST neasures have not been
al tered.

13
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7. Ensure that users and system support
personnel have the required security clearances, authorizations,
and the need-to-know to performwork on the Information System

8. Ensure that all conputers display the
standard Departnent of Defense access-warning banner per
Departnent of Defense Directive 5200. 28.

9. Conduct wuser training and awareness
activities under the direction of the | SSM

10. Work with physical security personnel to
ensure the physical protection of Information System assets.

11. Conduct security audits and ensure audit
trails are reviewed periodically and that audit records are
archived for future reference.

12. Create a security incident reporting
mechani smfor reporting incidents to the | SSM when t he
| nformati on Systemis conprom sed.

13. Initiate protective or corrective neasures
if a security problemis discovered.

14. Conduct the R sk Assessnent of the
| nformati on System using the nethodol ogy determ ned by the | SSM
and approved by the DAA

15. Ensure the Information Systemis

accredited.

16. Assist the ISSMin Information System
configuration nmanagenent activities to ensure that inplenented
changes do not conpronise the security of the system

17. Provide technical contributions to the | SSM
for the devel opnent of contingency plans for the Information
System for which he or she is responsible.

(f) I MEF Conputer Energency Response Team

1. Defend all conputer networks and systens
within | MEF el enents of the Defense Information Infrastructure
t hrough an aggressive ri sk managenent program

14
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2. \Wen tasked, be responsible for the
nmonitoring, restoral, and security of I MEF networks in
accordance with reference (d).

3. Mnitor the | MEF Information Assurance
Vulnerability Alert (1 AVA) conpliance and act as the | MEF
Reporting Agent for |AVA

4. Coordinate and direct appropriate actions to
ensure | MEF web pages resident on the Wrld Wde Wb are in
conpliance with prescri bed Departnent of the Navy and
Headquarters Marine Corps gui dance.

5. Make Information Operations Condition
(I NFOCON) recommendations to the I MEF Command Center in
response to a Conputer Network Attack and report the | MeF
| NFOCON st at us

(g) Responsible Oficers of Programof Record (POR
Systens. Responsible officers of | MEF POR systenms will ensure
Program Managers integrate i nformati on assurance requirenents in
the design of information systens, and that all systens are
delivered to | MEF units with certification docunentation to
support accreditation requirenents of reference (e).

(h) Commandi ng Oficers and Oficers-in-Charge.
Provi de overall nanagenent of IA at the unit |evel to:

1. Ensure all automated information systens or
net wor ks used by the command are individually and collectively
accredited by the | MEF DAA or by the appropriate DAA in the
case of information system services centrally procured or
provi ded by anot her command.

2. Ensure that all of the requisite safeguards,
as docunented in the respective DI TSCAP System Security
Aut hori zati on Agreenent (SSAA) are inplenented and that the site
mai ntai ns accreditation. Assess the need to reaccredit with
each system configuration change. Wile it is expected that a
certification agent, ISSM or ISSO w Il assist the commander in
this effort, accreditation is considered a conmand
responsibility.

(1) User Responsibilities. Information system users
are defined as any mlitary, civilian, or contractor personnel
who have aut horized access to Marine Corps infornmation systens

15
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and the MCEN. The information system user has the follow ng
responsibilities:

1. Conply with this | MEF Oder, directives and
gui dance as established by higher headquarters.

2. Attend indoctrination training, be certified
(as appropriate), and attend annual | A refresher training.

5. Administration and Logistics

a. Admnistration. Recomendations for changes to this
Order are invited and should be submtted to CGI MEF (Attn: G
6) via the appropriate chain of command.

b. Logistics. The Navy Staff O fice | A Publication series
provi de specific guidance and direction on inplenentation of
this Order. The | A publications detail specific roles and
responsibilities and reflect the | atest affordable, acceptable,
and supportabl e procedures and products to ensure the security
and protection of I MEF information. |A publication 5239-01,
reference (h), introduces and sumrari zes the Departnent of the
Navy’ s approach to A | A publication 5239-01 is intended to
foster a common understanding of I A principles, concepts, and
interrel ati onshi ps anong system pl anners, organi zati onal
managers, Information Systenms Security Oficers and Managers,
and users. Appendix Ato I A publication 5239-01 lists and
descri bes the current and planned | A publications. The IA
publications are maintained by Director, Comrunications Security
(COVBEC) Material System (DCMS) and shall be updated routinely.
The |1 A publications are available on the NI PRNET and the SI PRNET
at the Navy | NFOSEC Wb Site.

6. Command and Si gnal

a. Signal. This Oder is effective inmediately.
b. Command

(1) This Oder applies to all | MEF organizations and
contractors that enter, process, store, or transmt
uncl assified, sensitive but unclassified (SBU or classified
Nati onal Security information using information systens or
networks within | MEF. Additionally it applies to contractor
operated or owned facilities under I MeEF authority, which shal
al so comply with the guidelines of reference (b). This O der
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enconpasses all information systens and networks that are
procured, nodified, operated, maintained, or managed by | NEF
or gani zational elenments. |If information in this Oder conflicts

with other issued policy, the nore stringent policy applies.
Encl osure (1) provides a list of acronyns used throughout this
O der.

(2) AIll commands shall inplenment the guidance contai ned
herein and all associated references. All devel opi ng and
operating activities shall budget for, fund and execute the
actions necessary to conply with this Order and the publications
t hat support it.

1S/
P. P. MCNAMARA
Chi ef of Staff

DI STRIBUTION:  List I/11
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C&A:
CcMC
COVBEC.
COR:
DAA:
DCIMVES:
Dl A:
DI

DI TSCAP
DoD
DoN

I A

| AAV.

| NFOSEC.:

| S:
| SSM
| SSO

NAVCI RT:
NI PRNET:

NI SPOM

PKI :
SBU:

SI PRNET:

SSAA:
URL:
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LI ST OF ACRONYMS

Certification and Accreditation

Commandant of the Marine Corps

Communi cations Security

Central O fice of Record

Desi gnat ed Approving Authority

Director, COVSEC Material System

Def ense Intelligence Agency

Def ense I nformation Infrastructure

Def ense I nformati on Technol ogy Security C&A Program
Departnent of Defense

Departnent of the Navy

| nf or mati on Assurance

| nf ormati on Assurance and Assist Visit

I nformati on Systens Security

| nformati on System

| nformati on Systens Security Manager

I nformati on Systenms Security Oficer

Naval Conmputer Incident Response Team
Sensitive but Unclassified Internet Protocol Router
Net wor k

National Industrial Security Program Operating
Manual

Public Key Infrastructure

Sensitive but Uncl assified

Secret Internet Protocol Router Network
System Security Authorization Agreenent

Uni f or m Resour ce Locat or

Encl osure (1)



